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AN: Programming eMMC Flash Memories using Elnec Device programmers

Disclaimer:

This application note describes how to program eMMC devices using Elnec device programmers. Before reading this
document, user should be familiarized with eMMC devices. There are plentiful sources available through the web
containing detailed informations about eMMC internal organization, features in eMMC, etc. Study, please, your device
datasheet thoroughly, at least.

This application note is provided by our technical support department to help our customers and is provided
“as-is”, without warranty of any kind, either expressed or implied. We reserve the rights to make changes to
the information available in this application note at any time and assume no liability for applications
assistance, customer product designh and any damages arising from the use of this application note.

This application note may refer to various products and brand names that may be claimed as property of their
respective owners.
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1. eMMC Partitions

The memory configuration initially consists of the User Area, two Boot Areas and RPMB Area partition. The
sizes and attributes of Boot Areas and RPMB Area are defined by the memory manufacturer. The sizes and attributes
of General Purpose Area Partitions 1-4(GP0-GP3) and Enhanced User Data Area can be programmed by the host
setting the corresponding values in the Extended CSD registers.

Extended CSD bytes for configuring the parameters of General Purpose Area Partitions and Enhanced User
Data Area:

GP_SIZES_ MULT_GPO - the size for Partition 1 area

GP_SIZES_MULT_GP1 - the size for Partition 2 area

GP_SIZES_MULT_GP2 — the size for Partition 3 area

GP_SIZES_MULT_GP3 — the size for Partition 4 area

ENH_SIZE_MULT - the size for Enhanced User Data area (pSLC)

ENH_START_ADDR - the device start address for Enhanced User Area
PARTITIONS_ATTRIBUTE - enhanced attribute (pSLC/MLC) for Partition1-3, Enhanced User Area
EXT_PARTITIONS_ATTRIBUTE - extended attribute for Partition 1-4
PARTITION_SETTING_COMPLETED — mandatory for setting successfully completed

1.1. Example of configuration setting for Partitions 1-4 (MLC mode)

Requirements eMMC device configuration:

PARTITION 1(GPO0) size = 1000000h (MLC)
PARTITION 2(GP1) size = 2000000h (MLC)
PARTITION 3(GP2) size = 6000000h (MLC)
PARTITION 4(GP3) size = 0000000h (MLC)
Enhanced UserArea size = 00h (none)

Enhanced UserArea Device Start/offset = 00h (none)

HC_WP_GRP_SIZE = (value from the vendor datasheet)
HC ERASE_GRP_SIZE = (value from the vendor datasheet)
GP_SIZE_MULT_GPx = Partition size / (HC_WP_GRP_SIZE x HC_ERASE_GRP_SIZE x 80000h)

Example settings of Extended CSD register in the PG4UWI/device:

GP_SIZE_MULT_GPO0 [145-143] = 02h

GP_SIZE_MULT_GP1 [148-146] = 04h

GP_SIZE_MULT_GP2 [148-146] = OCh

GP_SIZE_MULT_GP3 [151-149] = 00h

ENH_SIZE_MULT [142:140] = 0000h (none)

ENH_START_ADDR [139:136] = 0000h (none)

PARTITIONS_ATTRIBUTE [156] = 00h (MLC mode setting)
PARTITIONS_SETTING_COMPLETE [155] = 01h (mandatory for configuration)
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1.2. Example of configuration setting for UserArea (pSLC mode)

Reguirements eMMC device configuration:

PARTITION 1(GPO) size = 00h (none)
PARTITION 2(GP1) size = 00h (none)
PARTITION 3(GP2) size = 00h (none)
PARTITION 4(GP3) size = 00h (none)
Enhanced UserArea size = configure device to Full pSLC mode

MAX_ENH_SIZE MULT = value from the vendor data sheet

Example settings of Extended CSD register in the PG4UWI/device:

GP_SIZE_MULT_GPO0 [145-143] = 0000h

GP_SIZE_MULT_GP1 [148-146] = 0000h

GP_SIZE_MULT_GP2 [148-146] = 0000h

GP_SIZE_MULT_GP3 [151-149] = 0000h

ENH_SIZE_MULT [142:140] = MAX_ENH_SIZE_MULT

ENH_START_ADDR [139:136] = 0000h

PARTITIONS_ATTRIBUTE [156] = 01h (UserArea pSLC mode setting)
PARTITIONS_SETTING_COMPLETE [155] = 01h (mandatory for configuration)
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2. Program Extended CSD register

To enable programming the Extended CSD register, open Device operation options (ALT+O) window and use
check box “Extended CSD”, see figure 1. Setting this option is mandatory to allow programming selected bytes of
Extended CSD register. For setting the individual bytes of Extended CSD register use the checkboxes in View/Edit
Device settings (ALT+S) window, section "Extended CSD". During the "Program" operation only selected bytes of the
Extended CSD register are programmed and verified. During operation of "Verify" all bytes of the Extended CSD

register are verified.

5‘} Program selected?
Samsung KLMS8G1GEAC-B0O01 [FBGA153]

w Device operation options
Device operation options
Addresses
Device start:
Device end:
Buffer start:

Insertion test and/or |0 check
Insertion test:

Command execution
Eraze before programming:
Blank check before pragramming:
Werify after reading:
Ignare errors during read operation:
Fiead operation with automatic programming parameters setting:
Skip of blank data programming:
Set Device end parameter according to the size of the recently loaded binary file:
Perfoim additional verify of programmed data by read and compare:
Check anly selected byte(s) of the Extended C5D register during venfy operation;
Werify error if the device Authentication Key is not set;

Partition Table:

- Programming parameters -
] Unlock temparary wiite protection
] Al groups unpratect
[ Authertication Key
[ Boat 1
[eaatz
[IRFME
[ Partition 1 [GPO
[ Partition 2 [GP1
[ Partition 3 [GP2:
[ Partition 4 [GP3
[ User &rea
[] Set temparary pratect for selected agroup(s)

[] Set peimanent protect for selected graup(s]
[[] Reset paszword

Erase parameters
[[] User &rea

[ Baat 1
[Jeaat2
[ Partition 1

X
~
View/Edit Device setlings
Yiew/Edit Device settings
Yrite Pratect Group(s] settings
0000000000 | ks o protect [e.q D357, or
OOFFFFFFFF | hs
0000000OOD |
Pagzsword
Enable v Password in device [45CI
Disable ] USE_NATIVE_SECTOR[E2] 00 | hs
Ensble ['wR_REL_SET[1E7] @ b
Disable [] GP_SIZE_MULT_GPO[145143] W hi
Digable [l GP_SIZE_MULT_GP1[145-145] ooooon | ks
Enabls [ GP_SIZE_MULT_GP2[151-143] Q00000 | b
Disable. [Z] GF_SIZE_MULT_GP3[154-152] [oo0000 | ks
Disatle [ ENH_SIZE_MULT[142-140] 000000 | hs
Disable [Z1ENH_START_ADDR[139-126] @ b
Digable ~ [ PARTITIONS ATTRIBUTE[SE] @ hi
Disable [Z1EXT_PARTITIONS_ATTRIBUTE[S352] @ hi
[APARTITION_SETTING_COMPLETED(155] [0 | h
[ PARTITION_CONFIGH 7] [00 ] bs
[]BOOT_CONFIG_PROT78] o0 | hs
[JBOOT_BUS_CONDITIONS[77] [007] b
[C1BOOT_WF72] E hi
BOOT_WP_STATUS[174] [o0 ] ks
[CJUSER_wP[IT1] @ b
[]Fw_CONFIG[HES] [o0 ] ks
[]BKOPS_EM[1E3] [o0 | ks
[ARST_n_FUNCTION[EZ] [o0 ] ks
[ SEC_BAD_BLK_MGMNT[134] 0 | hs
] PERIODIC_ WAKEUP[131] [007] s
[]40T0_BKOP_CONFIGEE?] E hi
Ao
FILE_FORMAT_GRP: [0«
COPY: | 0'= Original  ~
PERM_WRITE_PROTECT: |0 = Disable v
TMP_WRITE_PROTECT: |0 =Disable v
FILE_FORMAT: 00 = Hard digk-fke fils system
ECC: | 00 = Diefault e ]

of ves O o

Figure 1. Enabling program Extended CSD register
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2.1. Loading input data for Extended CSD register

For the loading Extended CSD register values you can use two ways. First, the user can view and edit the
individual bytes of Extended CSD register via the View/Edit Device settings (Alt+S) window, section "Extended CSD",
see figure 1. The Second way is import the data from the file(*.bin) to the buffer called “Extended CSD”, see figure 2.
Both ways are equivalent and the setting of individual bytes is mirrored between the “Extend CSD” buffer and
View/Edit Device settings (Alt+S) window.

== 2018.Dec.05, 14:
Closed window "Prog

<

Drg Size

| x8 266000000 |
| xB 200000008
| x8 -

lDex-fice
| Bifer
| File
IEheckSum: Calculate
Senalization: Mone
Split: Mone

Filename:

Load file to buffer (F3)

Erase

Addlesses [hex] - L_I_ser Aleg,Pa__r

Buffer offzet for loading
(®) None

- For Binary and Hex file formats:

() Positive offset: 0000000000
- For Hex file formats only:
() Megative offset: 0000000000

() Automatic negative offset

Target buffer to load data

| User Area Partition] -4
[Boot 1
| Boat 2

3.

Eyﬁ
File Bu.Fr:r Device rogrammer  Options  Help
7 o~
CENE RN AFT P EpeepsEpy o
Load Save Load prj Save prj \-'lew,.fEd|t Select/def. Select EBlank Read VEriFv Program :
B L Wy Ll | B2 Loadfile (target buffer: “Extended CSD") X
e = R
Programmer activity log Recent folders: | Dy 9 |- j
| Automatic YES!:
I Response time: Look in: | s Local Disk (D:) 'vl o ¥ e G-
| Device removal Mame - Date modified o
| Device inseriilo : :
| EeEivsisis | | GPD.bin 10/26/2078 8:23 AM
| Suspend on erro | | GP1.bin 10/26/2018 8:23 AM
I NeP: "11. 13, 11 L] UserArea.bin 10/26/2018 8:23 AM
e Automd || VW_NAVI_V10.bin 2 TAe2018 1239 PM
S LI MAV] D PASS big Te2018 1241 PM
mmmmmmmne nd o :
I [ | EXT_CSD.hin | 10/26/2018 8:23 AM
Selected device: San ;
___________________ £ > .
Buffer{s) included
___________________ Flename:  |EXT_CSDbin | Open
1. Buffer "User A
___________________ Files of type: | Binary (" bin} .
>= Log file created 4 Hep
tgg E‘_{g ;zg: gp;g File: format Additional operation
Automatic file farmat recogrition [ Swap bytes
E;eﬁztliS\;iDﬁfi[I:SE:' Plgé Selected file format: [] Erase buffer before loading
Binary o ¢alue 00

I

¥8-5 [Oh FFFFFFFFH]

I Tupe

Mate:

Samsung KLMBG1GEAC-BOO1 [FEGA153]
Adapter: AP3 BGA153-1.01 eMMC-1
See alzo Device info <ChiF1:]

ELNEC
Statistics
Success ]
Operational failure: 0
Otker failure: 0
Total: 0
Count down
Status: Dizabled
Statistics & Count down set
Status: Ready T
Fuart: use
YES!::  Manual

To customize device use menu Yiew/Edit Device sefttings <Alt+5>

Figure 2. Load input file for Extended CSD register
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3. Program Boot 1(or Boot 2)

To enable programming of Boot 1 (Boot 2) area, open the Device operation options (ALT+0O) window and use
check box “Boot 17, see figure 3.

BT Program selected? x
Samsung KLM8G1GETF-B041 [FBGA153]
~
@ Device operation options View/Edit Device settings
Device operation options Yiew/Edit Device settings
Addresses Wdiite Protect Group(s] seltings
Device start: | 0000000000 hi Temporary protected aroup(s] / groupls] to pratect [e.g. 0.3.5-7.... or all]:
Device end: | D1D1FFFFFF hi Permanent pratected group(s) / group(s] ta protect [e.g. 0.3.5-7.... or all}:
Buffer start: | 0000000000 hi ‘Wiew Wiile Protect Groups addresses
Insertion test and/or 1D check P
asswornd
Insettion test: | Enable ~ Pagsword in device [ASCI ]
Caommand execution " diASENL
I Eraze before programming: | Enable ~ I pipsisandl k
Extended CSD
Elark check before programming: | Disable  ~ CJUSE_NATIVE_SECTOR[EZ] 00 | he
Verify after reading.  Enable Cl'wh_REL_SET[167] ’—1 F |
|gnore errore during read operation; | Dizable F_SIZE_MULT_GPO[145-143] UUUUUT i
Fiead operation with automalic programming parameters setting. | Disable P_SIZE_MULT_GP1[148-148] 000002 h
Skip of blank data programming: | Enable P_SIZE_MULT_GP2[151-143] 000000 g
Set Device end parameter according ta the size of the recently loaded binary file: | Dizable P_SIZE_MULT_GP3[154-152] 000000 K
Perform additional verify of programmed data by read and compare: | Dizable ENH_SIZE_MULT[142-140] 000000 h
Check only selected byte[s] of the Extended CSD register during werify operation: | Dizable ENH_START ADDR[139-136] ‘UUUDDDUU e
“erify enar if the device Authentication Key is not set Disable PARTITIONS ATTRIBUTE[156] |? K
FaithiorTabe [t obie g EXT_PARTITIONS_ATTRIBUTE[S3:52] [oooa | s
] PARTITION_SETTING_COMPLETED[155] o1 | hi
Programming parameters [CIPRODUCT_STATE_&Ww/ARENESS_ENABLEMEMT[17] ao | hi
[ Unlack temparary wike protection CIPRODUCTION STATE. AwARENESS[33] 00 | hs
[ 40 groups unprotect !
[ Adithisntistioi Eap CIPARTITION_COMFIGH7H] i b
[]BOOT_CONFIG_PROT[178] ol | hs
Boat 2 []BOOT_BUS_CONDITIONS[177] ol | hs
CIRPME CleoOT_wP[173] 00 | hs
O Pariticn 1 (GPO) BODT_WP_STATUS[74] (00 | by
[ Partition 2 [GP1] (M
[ Parttion 3 (GP2) [CJUSER_wP[171] (00 | hs
[ Partition 4 [GP3) ] Pwf_COMFIG[E3] 00 | b
[JUser trea CBKOPS_EM[163] (00| he
[] Set temporary protect for selected group(s) CIRST_n_FUNCTION[IE2] _ITI_ h
[[] Set permanent protect for selected group(s) T —
[ SEC_BAD_BLK_MGMMT[134] 00 | hi
[ Reset password I
[Tsetpasswod [ PERIODIC_WaAKEUP{13] 00 | hs
[JEstended CSD [[JSECURE_REMOWAL TYPE[18] 29 | hi
Jecso [CJEARRIER_CTRL[3] 00 | ki
[ Configuration Area csD =
Eine Daamelets FILE_FORMAT_GRF: ‘0~
COPY: |1 = Copy S
Click to open "Device operation Uptiuns”.L PERCWRITE PRUTECT. [0 Disahic e S
1=

Figure 3. Enabling program Boot 1 area
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AN: Programming eMMC Flash Memories using Elnec Device programmers

3.1. Loading input data for Boot 1(or Boot 2)

The data for the Boot 1 (Boot 2) area must be stored in a separate *.bin file. For loading Boot 1 (Boot 2) data
open the “Load file” window, select the appropriate target buffer to Boot 1 (Boot 2) and open *.bin file, see figure 4.
The loaded data can be viewed in View/Edit Buffer window, Boot 1 (Boot 2) buffer tab.

File Buffer Device Program E‘j Load file {target buffer "Boot 1) *
‘?;» L H @ B Recent folders: | [0y, v _—j .“-. ’&}’E
Load Save Load prj _ Erase |
—n. 3 Lookin: | ws Local Disk (D) v| @ & £ @ ]
T4 ST L _1
= E =N n
Programmer activity log ] I
| __________
| Suspend on er
| __________
| NGP: "1, 13,
- Autl Statistics
PAR— End 4 _ _ | Success:
BOOTuser.bin GPO.bin GP1.bin Dperational failure: 0
Selected device: 2, 4. - Other Failure: 1]
_________________ Total: 0
Buffer{s) include Fils name: |BOOTuser.bin v|II| Open |I
] ?._ _?EITTEI" "EJ'_S?_F Files of type: | Binary {* bin) o Cancel Count down
Status: Disabled
. Hel
=> Log file creat] ” H Al Harais ) of O
Log file name: C: File format Additional operation
Log file mode: Ap Avtomatic Hle format recogrition [ Swap bytes
i : Erase buffer befare loadin :
. L u d | Statigtics & Count down set
Binary “ razevslue |00
Addresses [hex] - User Area.l
_ |Bmg Size || Buffer offset for loading Target buffer to load data 3, | Status: Ready
Device | x8| 102000000 | @ Nore e R
:E.L,!_f_fer | X8| 1D2660660| | _Fq Binary and Hex file formats: B anus
LFle | x8l — | (O Positiveoffsst: 0000000000 | |+ (42 APME
CheckSum: | Calculate | #8-5 - For Hex file formats only: EHttind?d Ct_SDk EA153]
T uthentication key
| eifakation; M one (O Negative offset: 0000000000 (42 Configuration frea
il Hone () &utomatic negative offset | Patition table evice seftings <Alt+5>
Filenarne: F
Load file to buffer (F3)

Figure 4. Load input file for BOOT 1 area
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4. Program User Area

To enable programming of the User Area, open the Device operation options (ALT+0O) window and tick the
“User Area” check box. If the status of Command execution option "Partition table" is disable then address range for
the User Area can be set in the Operation options window, section "Addresses"”, see figure 5. If the option "Partition
table" is enabled then the address range of User Area is defined by the Partition table.

B Program selected? x
Samsung KLMB8G1GEAC-BOO1 [FBGA153]
~
w Device operation options View/Edit Device settings
Device operation options View/Edit Device seltings
Addiesses — Wiite Protect Group(z] settings
Device start: (0000000000 | his iotect (e.0 0,35
Device end: |O0OFFFFFFFF hi
Buffer start: | 0000000000 hi
Insertion test and/or 1D chet Paseiid
Insertion test: | Enable Password indevics @50l ||
Commar Lbion
i Erase before programming: | Enable I Hew passward [ASCI:
- Extended CSD
Blank check before programming: | Dizable [CJUSE_MATIVE_SECTOR[EZ] e
“erify after reading: | Enable []*FR_REL_SET[1E7]
lgnare emors during read operation: | Disable [ GP_SIZE_MULT_GPO[145-143] hi
Fiead operation with automatic programming parameters setting: | Dizable 1 GP_SIZE_MULT_GP1[148-146] Ry
Skip of blank data programming: | Enable [ GP_SIZE_MULT_GP2[151-149] i
Set Device end parameter according to the size of the recently loaded binary file: | Disable ~ []GP_SIZE_MULT_GP3[154-152] £
Perform additional verify of programmed data by read and compars: | Disable [C1EMH_SIZE_MULT[142-140] o
Check only selected byte(s] of the Estended CSD register during verify operation: | Digable  « [JENH_START_ADDR[133-138) E 3
Werify eror if the device Authentication Key is not set: | Disable [IPSRTITIONS_ATTRIBUTE[156] T i
Parition Table: | Digable CIEXT_P&ATITIONS_ATTRIBUTE[53-52] iy
[CIPARTITION_SETTING_COMPLETED[155] ’7E|7E|7 hi
Programming parameters [CIP&RTITION_CONFIG[179] @ hi
[l Unlock temporany wite pratection [1BO0T_CONFIG_PROT(176] E by
[C] &l groups unpratect
et etk [1B00T_BUS_CONDITIONS[177] 02 ] hs
Boat1 [JBOOT_WP[173] oo | hi
[Boat2 BOOT_wWP_STATUS74] LUT b
CIRPME [CIUSER_WP[71] @ hi
Parlition 1 [GPO —
L] Pation 1 (GPO) ] Fw_CONFIG[183] [00 ] b
[ Partition 2 [GF1) |
[ Partition 2 (GP2) [JBKOPS_EN[153] Fni hi
[ Parition 4 [GP3) [CIRST_n_FUNCTION[E2] @ hi
= | ] 5EC_BAD_BLK_MGMNT[134] @ hi
|| Set temporay protect for selected group(s) ] PERIODIC WAKELF[131] ‘E By
[(] 5t permanent protect for selected group(s] ClaUT0 BK;P e
[ Reset password 2 . [67] @l hi
B FILESFDDF!MAT GRF:
[ Estended £50 = = i
Clcso COPY: 0=0nginal
Erase parameters FERM_WRITE_PROTECT: 0=Disable -~
TMP_WRITE_PROTECT: 0=Disable
[Boat2 FILE_FORMAT: 00 = Hard disk-lke file system
[ Partition 1 ECC: 00 = Default v W
vf Yes @ o

Figure 5. Enabling program User Area
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4.1. Loading input data for User Area

The data for the User Area area must be stored in a separate *.bin file. For loading data of the User Area,
open “Load file” window, select the appropriate target buffer to User Area, Partition1-4 and open *.bin file, see figure
6. The loaded data can be viewed in View/Edit Buffer window, “User Area,Partition1-4" buffer tab.

&q e 11 A
File Buffer Device Program m Load file (target buffer: "User Area,Partition-4") x
W= 1 ; — -— j‘ g
¥ 8 Fiecent folders: | oy ! ¥ 5
L = ) A : N
| = H . L _j b ELNEC
Load Save | Load prj _ Erase
S— + | Lookin: | wa Local Disk (D) v| @ ¥ i @~ 1
_,ill ':__:Il -l : h] :._JlE .
Programmer activity log ] |
| ..........
| Suspend on er
| NCP: "11, 13,
J e Aut Statistics
. End @ Success: G|
BOOTuser.bin GPO.bin GP1.bin Dperational failre: 0
Selected device: . 4., | Otherfallre: 0
_________________ Tatal: 0
Buffer(s) include Flename: 8| |serAreabin v |I
_ 'i _ Buffer "USEE Files of type: | Binary (" bin) o Cangel Count down
Statuz; Dizabled
. Hel
>» Log file creal] " H i Riemai 0of D
Log fj_le name: C:  Fileformat Additional operation
Log file mode: Ap  [] Automatic file format recagnition [ Gwap butes
[] Eraze buffer before loading e
Fy Statistics & Count down set
< | Binary o
Addresge_s [_he:h'.] - I._I_ser Area,
O, Size | | Buffer offset for loading T arget buffer to load data 3'[ ‘Status: Ready ]
Device | x8 1D2000000 | (@ Nare LUser Area Partiion] -4 S
..E.L.‘.”E.' | X8| 1D2000008 | _ry Binary and Hex file formats: =t2 s Wanial
i = oo
LFle | x8] — 1 (O Postiveoffsst | 0000000000 FEME
CheckSum: | Calculate | #8-5 - For Hex file formats only: | Extended C3D EA153]
Serialization: None ; | Authentication key
_ : () Megative offset, 0000000000 i Configuration Area
Spit: Mone Y it egelive oloek  Partition table evice settings <Alt+S>
Filenane: 3
Load file to buffer (F3)

Figure 6. Load input file for User Area

Version 1.09/7.2025

Page 10 of 26




AN: Programming eMMC Flash Memories using Elnec Device programmers

4.2. Loading input data for Enhanced User Area

The “Enhanced User Data Area” occupy address range within the “User data area” (there is no obligatory
address gap between the “Enhanced User Data Area” and the rest of the “User data area”).The start address(sector
address) of the “Enhanced User Data Area” is defined by the ENH_START_ADDR[139-136] location in the Extended
CSD register (see Alt+S window)

Buffer offset:00h Buffer "User Area,Partition1-4"
. Data for User Area
User Area Size = 1B3C00000h Buffer offset:10000000h
Enhanced Area Start Addr:10000000h Data for EnhancedUser Area

Enhanced Area Size:1A2800000h

Buffer offset:1B3C00000h

Figure 7.Example configuration or Enhanced User Area

Note: The “Enhanced User Data Area” start address is in byte units, i.e. start address(in bytes) =
ENH_START_ADDR[139-136] x SECTOR_SIZE(200h).
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For loading data to the Enhanced User Area, open Load file window, set buffer offset, choose the “User
Area,Partition1-4” target buffer and open specified *.bin file (see figure 8). It is necessary to enter the correct positive
offset and then load the *.bin file. The loaded data can be viewed in View/Edit Buffer window, “User Area,Partition1-
4” puffer tab.

5 A 118 zal control am for Elnet prog ! ;
File Buffer Device Programmer Options Help
| 1. B P e oD oD
2lH (B D V$8 VS IY Y E
Load Save Load prj Save pri | View/Edit | Select/def. Select Blank Read Verify Program  Erase
| :'} !j\]lui L 11 | B3 Loadfile (target buffer: "User Area,Partition-4") pd
- e i el
[ Programmer activity log | Recent folders: | 0y o '| ES :_
| “View Erase Gr -
e View/f |ookin: | e Local Disk {D:) @ ¥ m-
pss s Nt I".-J-a-me 2. Date modified il
|  Automatic YES!: | BOOTyserhin 11/29/2018 3:46 PM
I Response time: | N[ Gpo.bin | 10/26/2018 8:23 AM
| Device removal £ GP1.bin 10/26/2018 8:23 AM
| Device insertiof | |Userfrea.bin 10/26/2018 8:23 AM
| Semire=es | VW NAVI_V10.bin TAe/2018 1239 PM
|  Suspend on erro = ;
__________ i W10 bin 71186, :
| || VW _NAVI_W10_PASS.b 7A16/2018 12:41 PM
| NeP: “11, 13, 1 "5
s aados putomi € + =
e End of { Flename:  [GPObin v I [oeen ] Statistics
- Success; o
Selected device: San Flesoftype: |Bimary {*bin) ~ Cancel Operational failure: o
Data checksum of se Olther failure: 0
T TR Ed Help Tatal o
?L_'ITT?_FE ?f R {'Ij“:']_'L_'IE_j?E_j i File farmat Additional operati-on
1. Buffer "User A Automatic file format recognition [15wap bytes
"""""""""" sfeated fle:fon [] Erase buffer before loading Count down
>> Log file created| |Binary Erase value; |00 | h .St?tus:- leah.h_z-d
Log file name: C:\U bl 5
Log file mode: Apper  Buffer offset for lnading 3 Target buffer ta load data
() Mane 4 5
« For Binary and Hex file formats: [ Bt 2 Statistics & Count down set
Addresses (hex] - User Area.Par (@) Positive offset: 0000000000 | h [#8) . EPMBd -
e .D[g' | Size 1 3 & iﬁﬁiﬁznﬁcation key [ &.talua‘ H’ea’;hlt _.
Device | x8| 1D2@800080 (O Megative offset. 0000000000 | [45) | Configuration Area Fot:  USB
| | | TN 1. Rl A
|Buffer | x8 1D2000000 () Automatic negative offset [Partition table TESE Manual
File | x8| = || &
: , = | Type Samsung KLMBG1GETF-B041 [FBGA153]
ghFTcll.(SL{m. : [::Fl]l]l]l]l]h ®8-5 [0k 1FFFFFFh] Adzpter: AP3 BGAT53-1.01 eMMC-1
e'.'a izslion:Mone Maote:  Ses also Device infio <ChrleF1]
Spit: None To customize device use menu "iew/Edit Device settings <Alt+S:
[ Filename:
Load file to buffer (F3)

Figure 8.Load input file for Enhanced User Area

Note: When load the *bin file for “Enhanced User Data Area” use positive offset for start address in bytes, i.e.
ENH_START_ADDRJ[139-136] x SECTOR_SIZE(200h).
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5. Program Partition 1-4

To enable programming of Partition 1-4, open the Device operation options (ALT+O) window and tick the
“Partition 1-4” check box.

Data for the Partition 1-4 must be loaded in the "User Area,Partition1-4" buffer. For loading data to the
Partition 1-4, open Load file window, set buffer offset, choose the “User Area,Partition1-4" target buffer and open

specified *.bin file(see figure 9). It is necessary to enter the correct positive offset and then load the *.bin file. The

loaded data can be viewed in View/Edit Buffer window, “User Area,Patrtition1-4" buffer tab.

&ﬂ I
o
File Buffer Device Programmer Opticns Help
- = > 5 . = 7 -
PH | S- < i k. S R A icze
= H L\.w = = I_'ﬁ b k. N |_L| k. |J b I_L| ‘.‘. |_L| k. ELEC
Load Save Load prj Save pri | View/Edit | Select/def. Select Elank Read verify Program Erase
=) -:HI illl ___:i:] &E Load file {target buffer: "User Area,Partition1-4") >
= 5N =8
Programmer activity log Recent folders: | Dy il 2= S T
| "“View Erase Gr -~
[€--mmmmme View/t |ookin: | we Local Disk (D) Vl e sl ik
s o f‘-tlame 2. Date modified al
|  Automatic YES!: | | BOOTy=er bin 11/29/2018 3:46 PM
I Response time: | | GPO.bin I 10/26/2018 823 AM
| Device removal || GP1.bin T0/26/2018 8:23 AM
| Device insertiof | | Userfrea.bin 10/26/2018 8:23 AM
| s L] VW NAYI_V10.bin 716872018 12:39 PM
| Suspend on erro - ;
| ==SesesEss L] VW_NANI_V10_PASS.bin 7/16/2018 12:41 PM
| NCP: *11, 13, 1 5
e St Automi € 2
P et End of ( Filename: |GPD.bin \,l | Open I Statistics
. Success A ]
Selected device: San Files oftype: | Binary {"bin) A Cancel Operational Failure: n
Data checksum of sel Other failure: 1]
T T e R R L u Help Total: o
?L_'Ifi_f?_rf?i\ _{'Ijr_'}l'_“:_j?t_j_ File format Additional Dperati.on
1. Buffer "User A Automatic file format recognition [ Swap bytes
"""""""""" lected [] Erase buffer before loading Count down
=> Log file created Binary 0o stftusi D'fah_lé.d
Log file name: C:\U chiiallid
Log file mode: Appell  Buffer offset for lnading 3 Target buffer to load data
() Mane o 3
- _—
< For Binary and Hex file formats: | Bt 2 Statistics & Count down set
Add[esg_gs [.he,.‘.] X U__ser AIe-_a,Pa_l (®) Positive offzet; 0000000000 | k(=8 I EPMBCI .
e e T - iA:ttiZnﬁcation key Staluz: Ready. ]
|Device | x8| 1D2000060 | () Megative offset: 0000000000 | Configuration &rea Pmt:l_ use
|Buffer | %8 1D2000000 | () Automatic negative affsst [ F=titiotstable 2 Ml
File x8 =

CheckSum: OFFO0000h (%8-S' [Oh.1FFFFFFH]

Senalization: None
_Split: Hone

| Filenam

1=

Load file to buffer {F3)

Tyepe:  Samszung KLMBGIGETF-B041 [FBGA153]

Adapter: AP3 BGA153-1.01 eMMC-1

Maote:  See alzo Device info <Chil+F1 1

To customize device use menu View/Edit Device settings <AlS:

Figure 9. Load input file for Partition 1-4

Note: Positive offset = for more information see section 5.1, 5.2
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5.1 Buffer map in case of disabled "Partition table" option

If the "Partition table" option (Device operation options windows(Alt+0), section Command execution) is
disabled then is not possible to edit the Partition1-4 buffer map. SW will automatically change the buffer map in
accordance with setting in the Extended CSD register(View/edit Device settings window Alt+S, section Extend CSD).
Address ranges of the data for Partitions1-4(buffer "User Area, Partition1-4") are showing in the programmer activity
log window during Read operation or suring programming these partitions. The loaded data for the Partition 1-4 must
be placed in the "User Area,Partition1-4" buffer in accordance with example case in figure 10.

Buffer offset:00h Buffer "User Area,Partition1-4"
. Data for User Area
User Area Size = 1B3C00000h Buffer offset:10000000h
Enhanced Area Start Addr:10000000h Data for EnhancedUser Area

Enhanced Area Size:1A2800000h

Buffer offset:1B3C00000h

Partition 1 Size = 1000000h Data for Partition 1
Buffer offset:1B4C00000h

Partition 2 Size =10000000h

Data for Partition 2
Buffer offset:1C4C00000h

Partition 3 Size = 12000000h

Data for Partition 3
Buffer offset:1D6C00000h

Partition 4 Size =1000000h

Data for Partition 4

Figure 10. Example of "User Area,Partition1-4" buffer map when Partition table = DISABLE
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5.1.1 Example of loading several *.bin files when the option "Partition table" is disabled

eMMC device configuration:

UserArea default size = 37A400000h

Enhanced UserArea start address = 10000000h

Enhanced UserArea Size = 1A2800000h(pSLC)

Partition1/GPO size = 1000000h(pMLC)

Partition2/GP1 size = 10000000h(pMLC)

Partition3/GP2 size = 12000000h(pMLC)

Partition4/GP3 size = 1000000h(pMLC)

UserArea size = 37A400000h—1A2800000h-1000000h—10000000h-12000000h-1000000h = 1B3C00000h

Programming files and destination:
1.DTIW381.bin to UserArea address 1 = 10000000h
2.TT_D_De.bin to UserArea address 2 = 10011000h
3.FSOS_Ex.bin to UserArea address 3 = 14011000h
4.DIW3870.bin to GPO address = 00h
5.5C60401.bin to GP1 address = 00h
6.DIW3871.bin to GP3 address = 00h

Calculation of the buffer offset for loading files:
1.DTIW381.bin
Buffer offsetl = UserArea address 1
=10000000h
2.TT_D_De.bin
Buffer offset2 = UserArea address 2
=10011000h
3.FSOS_Ex.bin
Buffer offset3 = UserArea address 3
=14011000h
4.DIW3870.bin
Buffer offset4 = UserArea size + GPO address
= 1B3C00000h + 00h
=1B3C00000h
5.SC60401.bin
Buffer offsets = UserArea size + GPO size + GP1 address
= 1B3C00000h + 1000000h + 00h
= 1B4C00000h
6.DIW3871.bin
Buffer offseté = UserArea size + GPO size + GP1 size + GP2 size+ GP3 address
= 1B3C00000h + 1000000h + 10000000h + 12000000h + 00h
=1D6C00000h

Loading files sequence:
1.Clear buffer “User Area,Partition1-4"
2.0pen Load file window, choose the “User Area,Partition1-4" target buffer,

set positive buffer offsetl = 10000000h and then load the DTIW381.bin file.
3.0pen Load file window, choose the “User Area,Partition1-4" target buffer,

set positive buffer offset2 = 10011000h and then load the TT_D_De.bin file.
4.0pen Load file window, choose the “User Area,Partition1-4" target buffer,

set positive buffer offset3 = 14011000h and then load the FSOS_Ex.bin file
5.0pen Load file window, choose the “User Area,Partition1-4" target buffer,

set positive buffer offset4 = 1B3C00000h and then load the DIW3870.bin file.
6.0pen Load file window, choose the “User Area,Partition1-4" target buffer,

set positive buffer offset5 = 1B4C00000h and then load the SC60401.bin file.
7.0pen Load file window, choose the “User Area,Partition1-4" target buffer,

set positive buffer offseté = 1D6C00000h and then load the DIW3871.bin file.
8.Save project
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5.2 Buffer map in case of enabled "Partition table" option

If the option "Partition table" is enabled then the address ranges(buffer map) for Partition1-4 can be viewed
and edited in the Partition Table window(see section 5.3 Partition table). The user load appropriate *bin files to the
“User Area, Partition 1-4” buffer and fill the records in the Partition table window. The loaded *.bin files must be 512-

byte sector aligned. For more information see section “5.2.1 Partition table”.

Buffer offset:00h

Buffer offset:1000000h

Buffer offset:2000000h

Buffer "User Area,Partition1-4"

DIW3870.bin
(file size 1000000h)

SC60401.bin
(file size 1000000h)

Buffer offset:3000000h

DIW3871.bin
(file size 1000000h)

Buffer offset:3011000h

DTIW381.bin
(file size 11000h)

Buffer offset:4011000h

TT_D_De.bin
(file size 1000000h)

FSOS_Ex.bin
(file size 1000000h)

n.bin (x file size)

Figure 11. Example of "User Area,Partition1-4" buffer map when Partition table = ENABLE

Note: Loading the *.bin files without filling the Partition table records cause the omit of processing(skipping the

operation of program/read/etc) “User Area, Partition 1-4” areas.
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5.2.1 Partition table

Partition table records allow user to define address ranges for User Area and Partition 1-4. Each partition
record is specified by four items Device_Start_Sec, Buffer_Start_Sec, Data_Size Sec and Device_Location (4
bytes/32bits in size for each item). Every partition record have size of 16bytes. The data in the buffer "Partition Table"
is stored using Little Endian byte order. The user can view and edit the individual records of Partition table using the
“Partition table” window, see figure 12.

Partition table item meaning:

Device_Start_Sec — indicates start of the sector location for partition within the device.

Buffer_Start_Sec — indicates start of the sector location for partition within the buffer "User Area".

Data_Size_Sec — indicates the number of bytes for processing within the specified partition record

Device_Location — indicates the location of specified partition record. The lowest byte indicate wich physical
partition it belongs to. The higher 3 bytes are not used.

2 PG4 | Command execution
Fie Buffer Eraze before programming: | Enable
| Elank check before programming: | Dizable I £ B
2 %
! ™ “erify after reading: | Enable + k ELNEC

Load Erase
1 |gnore emors during read operation; | Disable ~ I

b
—:ﬂ Read operation with automatic programming parameters setting: | Disable
nglamme: Skip of blank data programming: | Enable  +
> Set Device end parameter according to the size of the recently loaded binary file: | Disable gl
Op ersal

Perfarm additional verify of programmed data by read and compare: | Dizable: ~

==
1l Check only selected byte(z) of the Extended TS0 register during verify operation: | Disable

o Werity errar if the device Authentication Key iz nat set: | Dizable 1.
Cp 2 I Partition Table: | Enable I - uni

== 8| Partition Table ™ e
Op; ﬁ,, Partition Table x
== [ Unlock temporary write pi Hecardsiol theing - Rl=sliE 3,
cl [ &ll groups wnpratect in 5128 sector -
== [ Authentication Key | Device Start [h] | Eiuiffer Start [h] |Data Size [h] | Device Location [h | A" [
{ R R I e R T DR O ERR
Op [JBoat1 00000000 00000000 00100000 Uszer frea | ]
45 [JBoct2 00000000 00100000 | 00 00000 Partition 1 [GPO)
1 []RPMB 2 00000000 00200000 00100000 Partition 2 [GP1)
o Partition 1 [GPO)
1 B4 Patition 2 (GF1) e
[ Partition 3 [GP2] o
E‘f‘ [ Partition 4 (GP3) =
" IJzer Area T |
== []Set temporary protect for q
Op [ 5et permanent prokect fol 10
” | [] Rieset password 11
1 12
Addresses L] Set password —1 3
'Dr-_c; ] Extended C5SD ELEE I
ot 14
(Device | x| LJESD ST
_B_L_J_ffer | %l [ Configuration Area T e
File x|
T [ User A
CheckSurm: st
Sitalizaliced [JEoat 1 Yiew/Edit Partition Table Wiew/Edit selected record of Partition T able
Split: None Boot 2 5
| [~ Partition 1 =
Filename: Fartition 2
[T Partition 3 I

Figure 12. Partition table
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The second way for import the data is loading the data from the file(*.bin) to the buffer called “Partition table”,
see figure 13. The loaded data can be viewed in View/Edit Buffer window, “Partition table” buffer tab. Both ways are
equivalent and the settings of individual records are mirrored between the “Partition table” buffer and the Partition
table window

b
g Flas

File Buffer Device Programmer Options Help

» '1. h?‘ Cj%;é . C:iih iJﬁ

Load Save

.} . i 2 A
Yy WY g GEines

Blank Read \-'Erify Program  Erase

v %

Load prj Save prj | View/Edit Seléctfdef. Select
. i b L™ : "
é“: "il T"I;ﬂli ‘-_-_I_ID &j Load file (target buffer: "Partition table”) *
Programmer activity log | FRecentfolders: | o R i;__i'_'- _j __-_
| Automatic YES!: ~
I Response time: | Lookin: | . Local Disk (D) - @ ¥ = @
| Device remowval -
| Device insertio
| P
| Suspend on erro
|  Sitemo=id
| MNCP: "11, 13, 1
[ Autom
GP1.bin PartitionTable.kin Userfrea.bin
e End of
Selected device: San
___________________ 2. 4. .
Buffer{s) included { _ e
................... File name: I |PartitionTabIe.bin v| Open Statistics
1. Buffer "User A Success: |
................... Files of type: | Binary (" bin) i Cancel Operational failure: 1]
. Otker failure: 1]
== Log file created [l Hep Tatal 0
Log f‘!-l‘e name: C:\U File format Additional operation
Log file mode: Appel
Automatic fike format recognition [ Swap bytes
»= 2018.Dec.83, 14: : . i Count down
: .. Selected fils farmat: [] Erase bufter befare loading ounl
Cpened window "Frog - Status: Disabled
Binary L] Frazevalue: |FF =7 e
=> 2018.Dec.B5, 14: e i
Closed window "Progl  Buffer offset for lnading Target buffer ta load data
(®) None Uger Area Partitiond-4 | .
< - For Binary and Hex file formats: gggt 12 Statiztics & Count down set
Addresses (hex] - User Area Par () Positive offzet: 0o0oaooaoo EPME
B | e [ | -For Hex file formats only: ”te. l:. 3. | "Status: Ready |
Device | x8 200000000 () Megative affset. | 0000000000 | | 45 Fartition table Part: UsB
[ | ] YES:: M |
|Buffer | xB 200000088 | (7 Automatic negative offset o)
[File | x8] =
2 il | Tupe: Samszung KLMB8G1GEAC-BOD1 [FEGAT53]
ghe_cll.ﬁl,fm.- Nl:alculate %8-S5 [Oh..FFFFFFFFh] Adapter AP3 BGA153-1.01 eMMC-1
{2 Hi el [T MWate:  See also Device info <Chrl+F1:1
| Spli: None To customize device use menu “iew/E dit Device settings <A+S>
Filenarne:
Load file to buffer (F3)

Figure 13. Load input file for Partition table
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5.2.2 Example of loading several *.bin files when the option "Partition table" is enabled
UserArea default size = 37A400000h

eMMC device configuration:

Enhanced UserArea start address = 10000000h

Enhanced UserArea Size = 1A2800000h(pSLC)

Partition1/GPO size = 1000000h(pMLC)

Partition2/GP1 size = 10000000h(pMLC)

Partition3/GP2 size = 12000000h(pMLC)

Partition4/GP3 size = 1000000h(pMLC)

UserArea Size = 37A400000h—1A2800000h-1000000h—10000000h-12000000h-1000000h = 1B3C00000h

Programming files and destination:

1.DIW3870.bin(file size 1000000h) to GPO address = 00h
2.5C60401.bin(file size 1000000h) to GP1 address = 00h
3.DIW3871.bin(file size 1000000h) to GP3 address = 00h
4.DTIW381.bin(file size 11000h) to UserArea address 1 = 10000000h
5.TT_D_De.bin(file size 1000000h) to UserArea address 2 = 10011000h
6.FSOS_Ex.hin(file size 1000000h) to UserArea address 3 = 14011000h

Calculation of the buffer offset for loading files:
1.DIW3870.bin:

Buffer offsetl = 00h
2.5C60401.bin:

Buffer offset2 = (DIW3870.bin) size

=1000000h
3.DIW3871.bin:

Buffer offset3 = (DIW3870.bin+SC60401.bin) size
=1000000h+1000000h
=2000000h

4.DTIW381.bin:

Buffer offset4 = (DIW3870.bin+SC60401.bin+DIW3871.bin) size
= 1000000h+1000000h+1000000h
=3000000h

5TT_D_De.bin:

Buffer offsets = (DIW3870.bin+SC60401.bin+DIW3871.bin+DTIW381.hin) size
= 1000000h+1000000h+1000000h+11000h
=3011000h

6.FSOS_Ex.hin:

Buffer offset6 = (DIW3870.bin+SC60401.bin+DIW3871.bin+DTIW381.bin+TT_D_De.bin) size
= 1000000h+1000000h+1000000h+11000h+1000000h
=4011000h

Loading files sequence:

1. Clear buffer “User Area,Partition1-4"

2. Open Load file window, choose the “User Area,Partition1-4" target buffer,
set positive buffer offsetl = 00h and then load the DIW3870.bin file.

3. Open Load file window, choose the “User Area,Partition1-4" target buffer,
set positive buffer offset2 = 1000000h and then load the SC60401.bin file.

4. Open Load file window, choose the “User Area,Partition1-4” target buffer,
set positive buffer offset3 = 2000000h and then load the DIW3871.bin file.

5. Open Load file window, choose the “User Area,Partition1-4” target buffer,
set positive buffer offset4 = 3000000h and then load the DTIW381.bin file.

6. Open Load file window, choose the “User Area,Partition1-4” target buffer,
set positive buffer offset5 = 3011000h and then load the TT_D_De.bin file.

7. Open Load file window, choose the “User Area,Partition1-4" target buffer,
set positive buffer offseté = 4011000h and then load the FSOS_EX.bin file

8. Define partition table.(see figure 14)

9. Save project
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Settings of the Partion table (in bytes):

Record 0: Device_start(h) = GPO address = 00h
Buffer_start(h) = DIW3870.bin buffer offsetl = 00h
Data_size(h) = (DIW3870.bin)size = 1000000h
Device_Location(h) = Partition1/GPO = 03h

Record 1: Device_start(h) = GP1 address = 00h
Buffer_start(h) = SC60401.bin buffer offset2 = 1000000h
Data_size(h) = (SC60401 .bin)size = 1000000h
Device_Location(h) = Partition2/GP1 = 04h

Record 2: Device_start(h) = GP3 address = 00h
Buffer_start(h) = DIW3871.bin buffer offset3 = 2000000h
Data_size(h) = (DIW3871 .bin)size = 1000000h
Device_Location(h) = Partition4/GP3 = 06h

Record 3: Device_start(h) = UserArea address 1 = 10000000h
Buffer_start(h) = DTIW381.bin buffer offset4 = 3000000h
Data_size(h) = (DTIW381.bin)size = 11000h
Device_Location(h) = User Area = 00h

Record 4: Device_start(h) = UserArea address 2 = 10011000h
Buffer_start(h) =TT _D_De.bin buffer offset5 = 3011000h
Data_size(h) = (TT_D_De .bin)size = 1000000h
Device_Location(h) = User Area = 00h

Record 5: Device_start(h) = UserArea address 3 = 14011000h
Buffer_start(h) = FSOS_Ex.bin buffer offset6 = 4011000h
Data_size(h) = (FSOS_Ex.bin)size = 1000000h
Device_Location(h) = User Area = 00h

BT partition Table

Records of the partition table

in 5128 sectors in bytes

Mo, BDevice stat (] Buffer_ Start thl | Data Size () e B
0 00000000 01000000 Partiion 1 (GPO)
-

2 Joonooono 02000000 01000000 Partiion 4 (GP3)
'3 10000000 03000000 00011000 User Area
2 10011000 03011000 01000000 User Area
5 14011000 04011000 01000000 User Area

B

7

= | Device Buffer “.bin file Destination
g address offset | size

a0

Hiza

Jz |

R

a4

15

1R

Wiew/Edit Partition T able View/Edit selected record of Partition T able

Figure 14. Example of partition table
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6. Creating of copies from a Master device

The device settings option “Read operation with automatic programming parameters setting” analyze and set
a whole group of device programming parameters(device end address, Extended CSD register, etc) based on the
values readed from a Master device settings.

Working procedure:

1. Insert Master device to adapter ZIF socket

2. Enable the option “Read operation with automatic programming parameters setting”

w

. Perform operation “READ”

4. Insert Blank device to adapter ZIF socket

o1

. Perform operation “Program”

(e2}

. Perform operation “Verify”
7. Save project

For working with a locked Master device it is necessary to enter the correct password to
Device settings, section "Password", item "Password in device". For working with a Master device that contains
"Authentication Key", it is necessary to enter the correct "Authentication Key" to the buffer. Settings "Production State
Awareness" must be set manually by the user.

7. Erase operation

The PG4UW defines the address of the ranges using the ERASE_GROUP_START(CMD35),
ERASE_GROUP_END(CMD36) commands and finally it starts the erase process by issuing the ERASE (CMD38)
command with argument bits set to zero. The PG4UW performs the Discard operation before the Erase operation
automatically for the devices eMMC version 4.5 or newer. The Trim operation is not supported.

8. Production State Awareness (PSA)

The PG4UW supports two methods to manage the device PSA: auto mode and manual mode. Itis
necessary to enter the correct PSA registers values and set the device addresses range option(i.e. User Area start,
User Area end or Partition table). Please enable option "Erase before programming" in Device operation options.

8.1. Auto mode setting

Select programming the PRODUCT_STATE_AWARENESS ENABLEMENT register and set the value to
30h. The PG4UW sets register PRODUCT_STATE_AWARENESS to the 03h value automatically before the program
data operation therefore it is not necessary to do this manually. The PRE_LOADING_DATA_SIZE register field value
must be set to an appropriate image size, i.e. to the amount of programmed data to all normal partitions. Data written
in BOOT, RPMB, Enhanced GPP and Enhanced User Area partitions must not be included when calculating the
PRE_LOADING_DATA_SIZE register field value to set. (JEDEC Standard Specification No. JESD84-B51). The
PG4UW (4.04 or newer) calculates the value of PRE_LOADING_DATA_SIZE before the program operation. If the
PRE_LOADING_DATA_SIZE register is not set according to the data size, you can enable the automatic setting.(see
section 8.1.1.)
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8.1.1. Example of configuration settings for Auto mode

1. Set PRODUCT_STATE_AWARENESS_ENABLEMENT[17] = 30h (70h for Micron eMMC TLC (Pearl))
2. Set PRE_LOADING_DATA_SIZE [25:22] = (see Note)

3. Perform operation “Program”

4. Save project

Note: If the PRE_LOADING_DATA_SIZE register is not set according to the data size, select automatic setting during
first program operation. If you found some problems, let us know.

B3
5)
Micron AJ130 [LFBGA153]
Device operation options View/Edit Device settings A
Addresses - ‘Wite Protect Groupl(s) settings
User Area start: IDUDUDUDUOU \ h(x8):
User Area end IU7EBFFFFFF ‘ h(x8):
Bufer start: (0000000000 | h (48):
Insertion test and/or ID check P
N 'assword
Insertion test error terminates the operation: | Enable v @ (ASCI)
R Password in device (ASCII): | |
I Erase before programming: | Enable v I
New password (ASCII): [
Blank check before programming: ' Disable v
O Hex)
Verly afterreading. [EERCIES Password in device (hex):
Ignore errors during read operation: | Disable New password (hex]:
Read operation with automatic programming parameters setting: | Disable + Extended CSD
Skip of blank data programming: ' Enable v [CJUSE_NATIVE_SECTOR([E2] IUU ‘ hi
Set "User Area end" parameter according to the size of the recently loaded binary file: | Disable + [JWR_REL_SET[167) [E] hi
Perform additional verify of programmed data by read and compare: | Disable v [ GP_SIZE_MULT_GPO[145143] IUUUUDU l hi
Check only selected byte(s) of the Extended CSD register during verify operation: | Disable [J GP_SIZE_MULT_GP1[148-146] [UUUUUU l hi
Verify eror if the device Authentication Key is not set: | Disable v [ GP_SIZE_MULT_GP2[151-143] IUUDUOU l hi
Patttion Table: |Disable [JGP_SIZE_MULT_GP3(154152] [ooo000 | s
[CJENH_SIZE_MULT[142-140] (000000 | ks
Programiing parameters [JENH_START_ADDR[133-136) (00000000 | his
[[J Unlock temporary wiite protection [CJPARTITIONS_ATTRIBUTE[156] IUU l hi
CJ Al groups unprotect [JEXT_PARTITIONS_ATTRIBUTE[53-52) (0000 | hs
g:“'h?“““"" R []PARTITION_SETTING_COMPLETED[155] [00 | hs
oot
[JBoot2 PRODUCT_STATE_AWARENESS_ENABLEMENT[17] lSD l hi
C]RPME PRE_LOADING_DATA_SIZE[25-22] [Uggggggg l hi
[[] Partition 1 (GPO) [JPRODUCTION_STATE_AWARENESS[133] IIJD l hi
g Parition 2 {GF1j TTPRTTTTON - CONTTCTT 7S] o]
Partition 3 (GP2)
BOOT_CONFIG_PROT([178] hi
[ Partition 4 (GP3 o - N i IDU l
Voo fres [JBOOT_BUS_CONDITIONS[177) [00 | s
L] Set temporary protect for selected group(s) [JBoOT_WP[173] IUU l hi
[[] Set permanent protect for selected groupls) BOOT_WP_STATUS[174] [UU ] hi
[ Reset password [CJUSER_WP[171] [00 ] hs
[_1Set passward
Fi i
xtended CSD BRETREE) lﬂ] o
i [JBKOPS_EN[163] [00 | hs
[ Configuration Area [JRST_n_FUNCTION[162] [uu ] hi
Erase parameters [[] SEC_BAD_BLK_MGMNT([134] [00 | hs
,
BETE [] PERIODIC_WAKEUP(131] [00 | s
[Boot2 [] SECURE_REMOVAL_TYPE[16] [00 ] hs
[ Patttion 1 [1BARRIER_CTRL[31] [00 ] s
[ Partiion 2 [T1SELF REFRESHI71] [o0 T hs v
i

Figure 15. Example of configuration settings for Auto mode

'T ['o wou want to automatically set the value of the PRE_LOADING_DATA_SIZE reqister?
L

Figure 15a. Set automatically the value of the PRE_LOADING_DATA_SIZE register
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8.2. Manual mode setting

Select programming the PRODUCT_STATE_AWARENESS ENABLEMENT register and set the value to
10h. Select programming the PRODUCT_STATE_AWARENESS register and set the value to 02h. The PG4UW sets
register PRODUCT_STATE_AWARENESS to the 01h value automatically before the program data operation
therefore it is not necessary to do this manually. The PRE_LOADING_DATA_SIZE register field value must be set to
an appropriate image size, i.e. to the amount of programmed data to all normal partitions. Data written in BOOT,
RPMB, Enhanced GPP and Enhanced User Area partitions must not be included when calculating the
PRE_LOADING_DATA_SIZE register field value to set. (JEDEC Standard Specification No. JESD84-B51). The
PG4UW (4.04 or newer) calculates the value of PRE_LOADING_DATA_SIZE before the program operation. If the
PRE_LOADING_DATA_SIZE register is not set according to the data size, you can enable the automatic setting.(see
section 8.1.2.)
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8.2.1. Example of configuration settings for Manual mode

1. Set PRODUCT_STATE_AWARENESS_ENABLEMENT[17] = 10h (50h for Micron eMMC TLC (Pearl))
2. Set PRE_LOADING_DATA_SIZE [25:22] = (see Note)

3. Set PRODUCT_STATE_AWARENESS[133] = 02h

4. Perform operation “Program”

5. Save project

Note: If the PRE_LOADING_DATA_SIZE register is not set according to the data size, select automatic setting during
first program operation. If you found some problems, let us know.

B3 Program selected? X

Micron AJ130 [LFBGA153]

w Device operation options g View/Edit Device settings
Device operation options View/Edit Device settings
Addresses ‘Write Protect Group(s) settings

User Area start: | 0000000000 h(=8):
User Area end: | 0768FFFFFF h(%8):
Buiffer start: | 0000000000 h(%8):

Insertion test and/or ID check
Password

Insertion test ermor terminates the operation: | Enable v @ (ASCIl)

Cor Password in device (ASCII):
Erase before programming: | Enable v N JIASCI
ew passwor 3

Blank check before programming: ' Disabl
prog g isable v O[Hex]

Password in device (hex):

Verify after reading:  Enable v

Ignore errors during read operation: | Disable Memprsreies

Read operation with automatic programming parameters setting: | Disable Extended CSD
Skip of blank data programming: | Enable [JUSE_NATIVE_SECTOR[62] @
Set "User Area end” parameter according to the size of the recently loaded binary file: | Disable [JWR_REL_SET[167] (o0 |
Perform additional verify of programmed data by read and compare: | Disable v []GP_SIZE_MULT_GP0[145-143] 000000
Check only selected byte(s) of the Extended CSD register during verify operation:  Disable [ GP_SIZE_MULT_GP1[148-146] 000000
Verify error if the device Authentication Key is not set: | Disable [JGP_SIZE_MULT_GP2(151-143] Wl
Partition Table: ' Disable [JGP_SIZE_MULT_GP3[154-152] 000000
[CJENH_SIZE_MULT[142-140] 000000
Programming parameters LJENH_START_ADDR[133136] @l
[[] Unlock temporary wiite protection [CIPARTITIONS_ATTRIBUTE[156] m
LAl groups unprotect [JEXT_PARTITIONS_ATTRIBUTE[53-52] 0000

[ Authentication Key []PARTITION_SETTING_COMPLETED[155]

o
1=}

[JBoot 1 —_—
[JBoot 2 [ PRODUCT_STATE_AWARENESS_ENABLEMENT[17] 10
CIRPME PRE_LOADING_DATA_SIZE[25:22] 0000000

[[] Partition 1 (GPO) PRODUCTION_STATE_AWARENESS[133]

[ Partition 2 (GP1) N Hike)]

[ Partition 3 (GP2)

[ Partition 4 [GP3] []BOOT_CONFIG_PROT[178]
artition

[]BOOT_BUS_CONDITIONS[177)

HEEEEEEEEE ﬂl{

SF 7 P AT RP =7 R BF B Fr r Fler 5F FP|FP = FP Af Br BP AF RP BR =7 o

LI Set temporary protect for selected aroupl(s) [JBOOT_WP[173]
[[] Set permanent protect for selected group(s) BOOT_WP_STATUS[174]
[J Reset password [CJUSER_wP[171]
el [ Fw_CONFIG(169
Extended CSD RS
LJCSD [JBKOPS_EN[163]
[[] Configuration Area [JRST_n_FUNCTION[162]
Erase parameters [JSEC_BAD_BLK_MGMNT[134]
User Area —
[TBoot 1 ] PERIODIC_WAKEUP[131] 0
[JBoat2 [[] SECURE_REMOVAL_TYPE[16] (o0 | v

=

Figure 16. Example of configuration settings for Manual mode

Figure 16a. Set automatically the value of the PRE_LOADING_DATA_SIZE register
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9. Program RPMB (Authentication Key)

Access to RPMB area is not allowed/possible before the Authentication Key is programmed. If the
Authentication Key has been programmed to the device, then the correct Authentication Key must be entered into the
PG4UW buffer(the same Authentication Key as programmed in device) for the success operations with the RPMB
area. The Authentication key can be programmed only once and cannot be read from the device.

The content in RPMB area doesn't provide the data confidentiality, i.e. everyone can read them. It means that
read operation itself reads the data from the RPMB area also in the case that incorrect Authentication Key is provided.
The correct Authentication Key and RPMB content must be programmed for the proper operation of the device in the
user application. Detail description is in JEDEC Standard Specification No. JESD84-B451.

To enable programming of the RPMB area or the Authentication Key, open the Device operation options
(ALT+0O) window and use the checkbox “RPMB” or “Authentication Key”. The erase operation of RPMB area is not
available (and therefore do not implemented). The RPMB area can be re-programmed without needing of erase
procedure.

For loading or saving data to the RPMB area select RPMB tab in View/Edit Buffer window and use icons Load
or Save. For loading or saving Authentication Key data select Authentication Key tab in View/Edit Buffer window and
use icons Load or Save.
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